Ml Tech

Cifrado Seguro JBoss

Editar el archivo standalone.xml ubicado en la carpeta configuration:

/opt/jboss-as-7.1.1.Final/standalone/configuration/standalone.xml

ol="HTTF/1.1" socket-binding="https" ecna

Buscar el atributo cipher-suite en el connector https:
Cambiar la cadena actual y remplazarla por la que se muestra abajo:

cipher-suite=

"TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,TLS _ECDHE_ECDSA_WITH_AES_256_GCM_S
HA384,
TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384,TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA
384,

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256,TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SH
A256,
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA
256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384,TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA38
4, TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256,TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
256,

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA,TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256,TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA25
6, TLS_ECDH_RSA_WITH_AES_128 CBC_SHA,TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA"

Reiniciar el JBoss: service jboss restart
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