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Instalacion SSL Apache Windows

Archivos necesarios:

e Certificado del servidor
e Llave privada
e Cadena de certificados (Raiz e Intermediarios en un archivo)

1. Ubicar la carpeta principal del Apache.
a. Para XAMPP: Por defecto C:\xampp\apache\
b. Para WampServer: Por defecto C:\wamp\bin\apache\apache%version%\ o
C:\wamp64\bin\apache\apache%version%\
c. Para Apache como servicio: Por defecto C:\Apache24\
2. Copiar los 3 archivos al servidor en una carpeta dentro de la carpeta principal del Apache
(Ejemplo: C:\xampp\apache\ssl o C:\Apache24\ssl)
3. Ingresar a la carpeta extra dentro de la carpeta conf que se encuentra en la carpeta
principal del Apache.
4. Editar el archivo httpd-ssl.conf

Deberd encontrar los tres siguientes campos y colocarles la ruta del archivo respectivo:
SSLCertificateFile > Ruta del certificado del servidor.

SSLCertificateKeyFile = Ruta de la llave privada

SSLCertificateChainFile* = Ruta de la cadena de certificados

*Este campo por defecto viene comentado, quitar el signo # para descomentarlo.
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M’ _| *httpd-ssl.conf: Bloc de notas

Archive Edicién  Fermate  Ver  Ayuda

Server Certificate:

Point SSLCertificatefFile at a PEM encoded certificate. If
the certificate is encrypted, then you will be prompted for a
pass phrase. MNote that a kill -HUP will prompt again. Keep
in mind that if you have both an RSA and a DSA certificate wou
can configure both in parallel (to also allow the use of DSA
ciphers, etc.)

Some ECC cipher suites (http://ww.ietf.org/rfc/rfcdd9?. txt)
reguire an ECC certificate which can also be configured in
parallel.

SSLCertificatefile "C:MZApache2d\ssl\ServerCertificate.crt”
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Server Private Key:

If the key is not combined with the certificate, use this
directive to point at the key file. Keep in mind that if
you've both a RSA and a DSA private key you can configure
both in parallel (to also allow the use of DSA ciphers, etc.)
ECC keys, when in use, can also be configured in parallel
SSLCertificatekeyFile "C:\Apache2d\ssl\private.key"
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Server (Certificate Chain:

Point SSLCertificateChainFile at a file containing the
concatenation of PEM encoded CA certificates which form the
certificate chain for the server certificate. Alternatively
the referenced file can be the same as 55LCertificateFile
when the CA certificates are directly appended to the server
certificate for convenience.

#55LCertificateChainfFile "C:\Apache2d\ss1\ChainBundle2.crt"
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5. Reiniciar el servicio Apache.
Para XAMPP: Acceder al panel de control de XAMPP, en el médulo Apache hacer clic en
Stop y luego en Start

XAMPP Control Panel v3.2.2 [ Compiled: Nov 12th 2015 ] - o X
XAMPP Control Panel v3.2.2 /" cont
Modules
N
Service  Module PID(s) Port(s) Actions Lo
2076 =
Apache 200 80,443 | Stop Admin Logs B Shet
MySaL Start Admin Config Logs Explorer
FileZila Start Admin Config Logs & Services
Mercury Start Admin Config Logs & Help
Tomcat Start Adimin Config Logs il qut
11:56:27 [main] XAMPP Installation Directory: "c:\xampp\" A
11:56:27 [main] Checking for prerequisites
11 9 [main] All prerequisites found
29 [main]) Initializing Modules
} [main] Starting Check-Timer
5:29 [main] Control Panel Ready
542 [Apache] Attempting to start Apache app
542 [Apache] Status change detected: running
v
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Para WampServer: En el area de notificaciones de Windows, hacer clic en el icono de
WampServer, entrar en Apache, entrar en Service y seleccionar: Reiniciar.

Apache 2.4.51

. Version

Service administration ‘wampap
Médules de Apache

Apache settings

Apache Tools

Apache
Iniciar/Continuar Servicio
Detener Servicio

Reiniciar Servicio

* v v ¥

e 4N <
Wampserver [¢] EiaEEeE R4

41 Directorios Alias

|21 hitpd.conf

Q httpd-vhosts.conf

|1 Apache error log (19.47 KiB)
Q Apache access log (48,71 KiB)

s Apache documentation

Instalar Servicio

Remover Servicio
Graceful Restart

Graceful Restart

E‘@! Tus VirtualHosts

Ayuda -> MariaDB - MySOL
Servicios
Iniciar los Servicios
Detener los Servicios

Reiniciar los Servicios

Para Apache como servicio: Ejecutar services.msc, buscar el servicio Apache 2.4, clic

derecho y Reiniciar

Fi ;
G Services

File Action View Help

e | FHE L HE » 9 nwp

fﬂ Services (Local)
Apache2.4

Stop the service
Festart the service

e
Marme

) ActiveX Installer (AxInstSV)
@AIIJWH Router Service

Description

Provides Us...
Routes Alllo...

-@,App Readir start ps re
Description: ) ). Applicatiol Stop ines
JSPZ?;?&#?# (Win64) £} Application Pause est.
g P -@}Appllcatlm Resume S 5U.
-@,Appllcatlm Restart €5 in

@App)( Depl s inf.

) Auto Time All Tasks * stica.

-SA Backgroun Refrash s fil...

'-:F:-:J,Backgmun Vs in,

). Base Filteri Properties & Fil..

-S:J, Bluetooth Help etoo.

L CNPUserSu. o . tn R

Si el servicio reinicia correctamente, quiere decir que la configuracion ha sido correcta y el

certificado ha sido instalado.
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